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THE BIGGEST SEGURITY
THREAT 10 YOUR BUSINESS

The real cost of insider attacks - m

—
your strategy to prevent them -



SOMEONE WORKING FOR YOU RIGHT NOW IS ALSO
WORKING ALONGSIDE SOME OF THE WORLD'S
MOST SUCCESSFUL CYBER CRIMINALS.

A double agent.

L

And before long, they're going to take down your business from the
inside. They'll put your sensitive business data in the hands of your
number one enemy.

Where does this leave your business?

Potentially held to ransom to regain control of your data.

Perhaps losing all your data for good.

And having to explain to your clients that their personal
information has been stolen...



[T SOUNDS LIKE THE PLOT FROM A MOVIE, DOESN'T IT?

While it could make a great edge-of-your-seat thriller, sadly, this is a very real
threat to you and your business. And it can happen for three key reasons.

REASON ONE: The most common reason is that an employee of
yours is an accidental double agent.

Their lack of cyber security training means they don’t notice the warning
signs of a phishing email, dangerous attachment, or spoofed web page.
That training gap leads to a click on a bad link, which leaves you open to
attack.

This is what we call insider negligence.

REASON TWO: This next reason is scarier - you do have a
malicious insider. Someone who is working for you and knows
the value of your data.

They know the weaknesses in your business's cyber security, and they
know how to access your sensitive data. The motivation of a malicious
insider is usually financial gain, but sometimes they may be disgruntled
and out for revenge.

REASON THREE: Finally, we have imposter theft. This is what we
call it when someone has access to your credentials and uses
them to access your business’s sensitive data.

Credential theft can be the costliest form of attack to recover from.

In fact, the cost of an imposter theft can average £620,000 or more. That's
almost three times the cost of insider negligence, at £219,000, and even
more than a malicious insider attack, at £539,000.

These figures are PER INCIDENT. The expense to defend and recover
quickly racks up thanks to monitoring and surveillance, investigation,
escalation, incident response, containment, post-attack analysis and
remediation.



JUST THINK ABOUT WHAT AN
ATTACK LIKE THIS WOULD
MEAN FOR YOUR BUSINESS.

As loyal as your team are, and as much as you think they
know about cyber security, as business owners, we simply
can't afford to think like this. Because the threat of an insider
attack is very real and incidents are rising year on year.

Businesses with fewer than 500

IBM recently carried out a study of employees spent on average
204 organisations in the United States. £5.4 million dealing with the
Over 12 months, this small group of consequences of insider attacks.

organisations saw 4,716 insider attacks.
So what can we, as business

owners, do to prevent and

Of these minimise this kind of attack?
63[]/ | attaCkS.We_ re Our recommendation would
0 due to insider be to create an insider threat
_ neg| igence strategy. Follow it to the letter
and you could instantly minimise
the risk to your business.
were dO.Wn There are five key areas that
to malicious must be in your strategy. Just
insiders remember every business is
unique. To create a bespoke
strategy, consult with a
trusted IT support partner
(hey, we can help with this).
related to

credential theft
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KEY AREA5: 600D COMMUNICATION

It's likely you already communicate well with your
employees. But when it comes to security, it's
important that tell everyone why you do things the
way you do them. And remind them regularly.

If someone fails to realise that files are restricted and
password protected for security reasons, they might
give the password to another employee to make
information sharing easier.

If an employee doesn't know the reason for using
multi-factor authentication or a password manager,
they may work around them, creating a security risk in
the business.

Clear communication across the whole company is a
really important step in keeping your business and its
data safe and secure.

If people know what to do but don’t understand
why they're doing it, that's a security risk.




THOSE ARE THE FIVE KEY
AREAS FOR YOUR INSIDER
THREAT STRATEGY. THERE
MAY BE OTHERS DEPENDING
ON THE KIND OF BUSINESS YOU
RUN; THE DATA YOU HANDLE
AND THE CLIENTS YOU SERVE.

Keeping businesses safe before they have
a data security problem is what we do.

Telephone: 01908 410261
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